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1 OVERVIEW

PUMP (Provider User Management Program) is a User Interface (Ul) tool that enables Earth Observing System
(EOS) Clearing House (ECHO) data providers/partners to manage their ECHO metadata. This document provides
basic information on the use of the PUMP User Interface. It describes what PUMP is, where to get it, and how to
use it.

1.1 Background (How PUMP relates to ECHO)

ECHO is an enabling framework that allows different data systems and services to work together. ECHO helps data
providers make their Earth science resources available to the science community. An ECHO data provider is an
entity that participates with ECHO to provide Earth science data in the form of its metadata holdings. This metadata
is available for search and order. However, providers have control over who can search and order their data.

There are two types of users in ECHO: guest and registered users. A registered user is a person who has registered
with ECHO by providing basic contact information. Registered users can be given the provider role, which gives
them privileges to act on behalf of a data provider to manage their metadata. The provider role can be given to a
registered user by ECHO Ops or by another registered user with the provider role. PUMP is a tool that allows
providers to manage their metadata.
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2 How To UskE Pump

Since data providers use PUMP to manage their metadata in ECHO, login to ECHO is necessary to safeguard the
metadata integrity. PUMP uses ECHO registration information to authenticate a user.

2.1 Description of PUMP Ul

The PUMP User Interface uses a set of three panels to interact with users: the ECHO server session, the navigator,
and the data display/work area. Each panel controls different processes of ECHO. The figure below shows a typical
screen:

| Echo =31 PM HiL11j03
|

® User Informelion

- Accouni
I User Addresses Wsarlil
1 Oser Phone Humbers lane Oser
7 sar OpiiBns ECHO User Diganiestion
S " Qe hosd a vy gTEom
L lEREr Managemeni
pEln: yox :
G W g bt 3. Data display !
l‘ Update work area
2. Mavigator - Rl
Administrator af BCHO

Pravider Access to piovider GEPC-TEST

Frovidaq ACass 10 #WUHBF GEFC-DEW

Pravider Access to provider ORNL-TEST

Pravider Aceess to pieyider ORNL-DEW

1. ECHO serwver

SESSI0N ‘«}

I Cansecied vo canyan. ) sLeom:7 001, [ogoed in &% "Userinl®,

Sei ||:|I'I:I'I.'|I:|lr *ril:nndn:nl tao |GEFC-TEST = Change Fassword Logawi i Descomnect
|

=

Figurel.  PUMP working screen.

1. The ECHO server session panel is located at the bottom of the screen. It allows users to perform server
related functions, e.g., set/leave provider context, login to ECHO, change user’s own password, and
disconnect from the ECHO server.

2. The navigator panel on the left of the screen allows users to select a task through a list of radio buttons.

3. The data display/work area panel occupies the remaining screen. This panel displays the data and
parameters the users can specify for the task selected from the navigator panel.

2.2 How to get and install PUMP

1. The PUMP client installation package can be found at the following link:
http://canyon.gst.com/public/pump_releases/v_6_0_1/dist/webstart/pump.jnip
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2.

Click on the link and follow the installation instructions. The PUMP client installs using Java Web Start
technology. Version 1.4.2 or higher of the Java Runtime Environment (JRE) is required to install PUMP on
a local machine. The JRE is available from the Sun Microsystems’s JRE download page
(http://java.sun.com/j2se/desktopjava/jre/index.jsp).

Note: When you click on the Java Web Start PUMP installation link, a security warning will be displayed. The
warning includes "Failed to verify the authenticity of the certificate” and "It is highly recommended not to install
and run this code."

The reason for the warning is the ECHO Development Group created a certificate for the PUMP software. Since the
certificate is not validated by an independent third-party, the Web Start software displays the warning. We are
currently working on obtaining a commercial certificate for PUMP. If you have any questions or concerns about
installing PUMP, please contact ECHO Operations at echo@Zkillians.gsfc.nasa.gov.

2.3

Connecting to ECHO

To connect to the ECHO server using PUMP:

1.
2.

When you launch the PUMP Ul you will get the following Connection screen.

The SOAP server and DTD location are selected separately. Select the needed ECHO server from the pull-
down selection list, or type the ECHO server location into the input field. If you want to access the
operational server, select http://api-soap.echo.eos.nasa.gov/soap/servlet/rpcrouter. If you want to access the
partner test system, select http://api-test-soap.echo.eos.nasa.gov/soap/serviet/rpcrouter. Now select the
DTD location. If you want to access the operational server, select http://api.echo.eos.nasa.gov/echo/dtd. If
you want to access the partner test system, select http://api-test.echo.eos.nasa.gov/echo/dtd.

Click on the "Connect" button. The login screen will appear.

To cancel your connection to the ECHO server, click on the "Disconnect” button at the bottom of the
screen.
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Echo 5:30 PM 4/26/05

Connect | ta |http:.fﬂncalhust:ﬁl]l]1Isnapisendetfrpcruuter | b |
DTD location http:ilocalhost:7001/echoidtd |~|

Figure 2.  Connection screen

2.4  Registration Service

The Registration Service is the interface that allows a user to become a registered user and allows potential
providers to submit a provider application.

2.4.1 Becoming an ECHO Registered User

To become an ECHO registered user:

1. From the Login screen below, click the "User Registration” button on the navigator panel. The User
Registration screen (Figure 4) will appear.

2. Fill in all the input fields and click the "Register" button at the bottom of the work area panel. A message
indicating successful registration will return if the information provided meets all the ECHO requirements.

Note: ECHO requires passwords to be at least 10 characters long and incorporate at least 3 out
of 4 character types, such as lower case, upper case, numerical value and special characters. In
addition, special characters (“&” ““<”, “>"", etc.) are not accepted in the registration text.
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£ Echo PUMP: (main)

Echo 5:31 PM 4/26/05

(I User Registration

Connected to localhost:6001.

Login as user ‘ | with passwaord

Disconnect

Figure 3.  Login screen
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% Echo PUMP {main) =1E3

Echo 5:24 PM 4/26/05

® User Registration || _account Information

User Hame Password Confirm Password

r User Information

User Hame

First Name Last Name

[ |
Email Address
| |

Organization

r Mailing Address
Address ID {work, home, etc.)

| [¥] US Format

Address

1]

Connected to localhost:6001.

Login as user ‘ | with passwaord Disconnect

Figure4.  User Registration

2.5 Logging into ECHO

From the Login screen (Figure 3):

1. Type your user name and password in the input fields and click the “Login” button. If you don't have an
ECHO account, see the "Registration Service" section.

2. Once you are logged in to the ECHO server via PUMP, you will be presented with the Display User
Information screen (Figure 5).

3. From this point you will be allowed to perform different tasks depending on the level of permissions you
have. The permissions are based on the type of user you are.

a. All registered user can manage their own user information and perform all of the tasks described
in the Registered Users section.

b. A registered user who is designated as a group manager can perform group management tasks
such as maintaining the group's description, name, and membership roster. A group manager can
create groups if he/she also has the provider role.

c. A registered user with the provider role can access and update information about the providers
with which they are associated. Providers can perform all of the tasks described in this document.
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3 REGISTERED USERS

3.1 User Information

To view your user information:

1. Select the “User Information” button from the navigator on the upper left part of the screen. The following
screen will be displayed.

& Echo PUMP {main} - |EI|5|
Echo 3:01 PM 5/12/05
User Information
(e r Account
i) User Addresses Aliser
1 User Phone Numbers Jane User
¥ User Options ECHO User Organization
o i i i usergbdomain.com
Provider Registration Optin: no
) Group Management
Update
r Roles
{nonej
Connected to api-preview-soap.echo.eos.nasa.go-1, logged in as "alser”.
Change Passwaord | ‘ Logout | ‘ Disconnect

To change the information:
1. Click on the “Update” button. The Edit User Information (Figure 6) screen will be displayed.
2. Fill in the fields and click the “Update” button. The screen will display the updated values.

ECHO PUMP Guide v6.0
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4. Echo PUMP {main)

;lglil
3:03 PM 512105

Echo
i® User Information
) User Add pesibae [C1 optl
ser resses e ptin
' User Phone Numbers First Name Last Name
) User Options |Jane | [user |
i_* Provider Registration Email Address
) Group Management |user@dumain.cum |
Organization
|ECHD User Organization |
Update | | Cancel
Connected to api-preview-soap.echo.eos.nasa.gov:-1, logged in as "Alser”.
Change Password | ‘ Logout | ‘ Disconnect

Figure 6.  Edit User Information

Note: You can exit a transaction at any time by clicking the “Cancel” button from any of the
working screen, and no changes will be saved.

3.2 User Addresses

To view your user address information, select the “User Addresses” button from the navigator to get the Display
User Addresses screen (Figure 7).
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4. Echo PUMP {main)

;lglil
3:04 PM 512105

Echo
' User Information
@ User Addresses home ~
' User Phone Numbers
o ) 123 Main Street
Ll 2o Cae Anytown, FL 22222 USA
_ Provider Registration
) Group Management
‘ Add | ‘ Update | | Delete
Connected to api-preview-soap.echo.eos.nasa.gov:-1, logged in as "Alser”.
Change Password | ‘ Logout | ‘ Disconnect

Figure 7.  Display User Addresses

To add a new user address:

1. Click the “Add” button to get the Add User Address screen (Figure 8).

2. Fill in the fields and click on the “Add” button. The screen will display the new added information.
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4 Echo PUMP {main) - |EI|5|
5

Echo 3:05 PM 511210

User Information
= Address ID (work, home, etc.}
i® User Addresses | | [¥] US Format

' User Phone Numbers Address
) User Options
_ Provider Registration

) Group Management City State Zip Code Country

\ Add H cancel |

Connected to api-preview-soap.echo.eos.nasa.gov:-1, logged in as "Alser”.

Change Password H Logout H Disconnect

Figure 8.  Add User Address.
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To update an existing user address:

1. From the Display User Addresses screen (Figure 7) select the address you want to update.
2. Click the “Update” button to get the Update User Address screen (Figure 9).

3. Modify any fields that need to change, click the “Update” button. The screen will display the updated

values.

working screens.

Note: You can exit a transaction at any time by clicking the “Cancel’” button from any of the

3.3 User Phone Numbers

4 Echo PUMP {main) - |EI|5|
Echo 3:07 PM 512105
User Information

= Address ID (work, home, etc.}

® User Addresses [E— vl US Format

' User Phone Numbers Address

{7y User Options 123 Main Street

_ Provider Registration

) Group Management City State Zip Code Country

Ao | IFL | [22222 =
| Update | | Cancel |
Connected to api-preview-soap.echo.eos.nasa.gov:-1, logged in as "Alser”.
Change Password | ‘ Logout | ‘ Disconnect
Figure9.  Update User Address

To view phone number information select the “User Phone Numbers” button from the navigator, and the user phone
numbers will be displayed (Figure 10).
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4 Echo PUMP {main) - |EI|5|
5

Echo 3:08 PM 511210

) User Information
 User Addresses work >
(® User Phone Humbers
) User Options

! Provider Registration
) Group Management ‘ Add | ‘ Update | | Delete

301-555-1234

Connected to api-preview-soap.echo.eos.nasa.gov:-1, logged in as "Alser”.

Change Password H Logout H Disconnect

Figure 10.  Display User Phone Numbers
To add a new phone number:
1. Click on the “Add” button to get the Add User Phone Number screen (Figure 11).

2. Fill in the fields, click on the “Add” button. The screen will display the new information.
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4_Echo PUMP (main) =1
Echo 3:09 PM 512105

User Informati
O U (s Phone ID {work, home, etc.)
) User Addresses | |

‘@ User Phone Numbers Phone Humber
) User Options | |

Provider Registration
9 9 Add Cancel

) Group Management

Connected to api-preview-soap.echo.eos.nasa.gowv:-1, logged in as "Alser".

| ChangePassword || Logout || Disconnect

Figure11.  Add User Phone Number
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To change the phone number information:

1. From the Display User Phone Numbers screen (Figure 10), select the number to change using the pull-
down menu.

2. Click the “Update” button to get the Update User Phone Number screen (Figure 12).

3. Modify the information you want to change and click the “Update” button. The screen will display the
updated information.

-__* Echo PUMP {main) ;lEl ﬁl
Echo 3:09 PM 512105

User Information
= Phone ID (work, home, etc.)

) User Addresses otk
@ User Phone Numbers Phone Humber
) User Options [301-555-1234

) Provider Registration
Update | | Cancel

_ Group Management

Connected to api-preview-soap.echo.eos.nasa.gov:-1, logged in as "AlUser™.

Change Password H Logout H Disconnect

Figure 12.  Update User Phone Number
To delete a user phone number:

1. From the Display User Phone Number screen (Figure 10), select the phone number you want to delete
using the pull-down menu.

2. Click the “Delete” button. You will get a screen (Figure 13) prompting you to confirm the deletion of the
number.

3. Click on the “Delete” button and the updated user phone numbers will be displayed.

Note: You can exit a transaction at any time by clicking the “Cancel” button from any of the
working screens.
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4_Echo PUMP (main) =1
Echo 3:10 PM 512105

) User Information

) User Addresses

/8 User Phone Numbers
' User Options

) Provider Registration
) Group Management

Delete user phone humber "work™?

Connected to api-preview-soap.echo.eos.nasa.gowv:-1, logged in as "Alser".

| ChangePassword || Logout || Disconnect

Figure 13.  Delete User Phone Number

3.4 User Options

To view user options information, select the “User Options” button from the navigator to get the Display User
Options screen (Figure 14).
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£_Echo PUMP (main) |
Echo 10:04 PM 5/11/05

i) User Information
) User Addresses \order_naotification_level b d

(_] User Phone Numbers order_notification_level |~
The natification level the default_user_authenticator |
No value selected. default_billing_address

{_J Provider Registration LLE T : default_contact_address
xa ring value may T
) Group Management “INFO™, "CRITICAL", or "N default_shipping_address

default_shipping_phone
default_shipping_email
default_billing_phone

[_OnuaE

@) User Options e (User Preference).

"WERBOSE", "DETAIL",

(4

Connected to localhost;7 109, logged in as "User 102",

Change Password H Logout H Disconnect

Figure 14.  Display User Options
To change user options information:
1. From the Display User Options screen, select the option you want to change using the pull-down menu.
2. Click the “Update” button to get the Update User Options screen (Figure 15).

3. Modify the information you want to change and click the “Update” button. The screen will display the
updated information.

Note: You can exit a transaction at any time by clicking the “Cancel” button from any of the
working screens.
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£_Echo PUMP (main)

Echo

10:05 PM 5/11/105

i) User Information

) User Addresses

i) User Phone Numbers
® User Options

) Provider Registration
() Group Management

r order _notification_level

The notification level the user to receive order status update (User Preference).

\alue; -
Exactly] ‘niay be specified. The value must be “WERBOSE", “DETAIL", “INFO",
“CRITICYERBOSE | Therais no default value.
DETAIL
INEO Clear
CRITICAL
HONE Update | ‘ Cancel

Connected to localhost;7 109, logged in as "User 102",

Change Password H Logout H Disconnect
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4  GROUP MANAGEMENT

The Group Management Service provides all activities that an ECHO user needs to maintain and manage groups of
users. Groups are aggregations of ECHO registered users, and there are rules governing the membership actions that
can be invoked on a group. Each group consists of one owner and one or more managers. Only registered users
with the provider role can create groups, but the provider can then delegate group management to any registered user.
A group manager is responsible for adding and removing ECHO registered users to the group. A group manager is
also responsible for the management of the group managers. Groups are used to communicate among groups of
users and their managers. Groups are also used in the Data Management Service when permissions are created in
metadata.

To create a group:

1.

2
3.
4

Select the “Group Management” button from the navigator to get the Group Management screen.
Click the “Create Group” button to get the Create Group screen (Figure 17).
Enter the group information and click on the “Create” button.

The new group will be displayed (Figure 18).

£ Echo PUMP (main)
Echo

1 User Infonmation

) User Addresses

1 User Phone Numbers
1 User Optlons

' Provider Registration
i Group Management
) Uger Manhagermed

%08 PM 4526105

NB [ reums

Create Group = Manaped Groups O All Groups

Connected to localhostal0 1, logged in as “User 101,
| 56t

leﬂﬂiﬂl’ | contextto | GSFC-TEST - | Change Passward Lgout Disconnect

Figure 16.  Group Management
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% Echo PUMP {main) =1E3
Echo 534 PM 5/15105

i) User Information
) User Addresses
i) User Phone Numbers

) User Options

(U Provider Registration Enter information Tor new group...

% Group Management Group Hame

{Z) User Management MyTestroup |
Description

|This is atestgroup |

Managers (blank separated user names)
[User103 Usert 04 |

Connected to api-preview-soap.echo.eos.nasa.gov:-1, logged in as “"User102".

‘ Set ||prwider" context to | USGSHNODAAC ¥ Change Password || Logout || Disconnect

Figure 17.  Create Group
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£ Echo PUMP: (main)

Echo 5:46 PM 5/15105
i) User Information
|MyTesiGruup
) User Addresses
) User Phone Humbers This is a test group.
) User Options f Managers rMemhers |
) Provider Registration User104 {Jane Doe) Remove
Group Management

Qe User103 (Jane Doe) Remone
I User Management

| Add Manager || Send Message To Managers |

| Update Description H Rename Group | Destroy Group

Create Group ' Managed Groups @ All Groups
Connected to api-preview-soap.echo.eos.nasa.gov:-1, logged in as “"User102".
| Set | |nrovider | contextto |USGSNODAAC ¥ Change Password || Logout || Disconnect
Figure 18.  New group added.
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% Echo PUMP {main) =1E3

Echo 5:49 PM 515105

i) User Information

MyTestGroup ~
) User Addresses

) User Phone Humbers This is a test group.
) User Options Managers || Members |
) Provider Registration User104 {Jane Doe) Remove
Group Management
Qe User103 (Jane Doe) Remone
| Add Manager | | Send Message To Managers |

| Update Description H Rename Group | Destroy Group

® Managed Groups ' All Groups

Connected to api-preview-soap.echo.eos.nasa.gov:-1, logged in as “"User103".

Change Password H Logout H Disconnect

Figure 19.  Managed group screen.

To toggle between Managed Groups and All Groups:

1. Select the “Managed Groups” or “All Groups” radio button on the Group Management screen (Figure 19).
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% Echo PUMP {main) =1E3

Echo 5:36 PM 515105

i) User Information

MyTestGroup hd
u Add
) User Addresses _ NSIDC_T51 B
{_} User Phone Humbers This is a test group. WIST Valids
) User Options f Managers rMemhers | JPL_TEST
. . . MODIS OA
Provider Registration
(] 0 User104 {Jane Doe) Groupz Remowve
Group Management
= P d User103 (Jane Doe) ECHO_Opstest | Remove
) User Management OPSGO0AT1_test Z
My TestGroup |
| Add Manager | | Send Message To Managers |

| Update Description | ‘ Rename Group | Destroy Group
Create Group ' Managed Groups @ All Groups

Connected to api-preview-soap.echo.eos.nasa.gov:-1, logged in as “"User102".

‘ Set ||prwider"|cuntexttu USGSNODAAC ¥ Change Password || Logout || Disconnect

Figure 20.  Selection of a group.

To view information on a particular group:

1. Select that group from the drop down list of groups on the Group Management screen (Figure 20).
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£ Echo PUMP: (main)

Echo 5:37 PM 5/1505
i) User Information
| MyTestGroup -

) User Addresses
) User Phone Humbers This is a test group.
) User Options f Managers rMemhers |
) Provider Registration User103 {Jane Doe) Remove
# Group Management
I User Management

| Add Member | ‘ Send Message To Members | | Remove All Members |

| Update Description | ‘ Rename Group | Destroy Group

Create Group ' Managed Groups @ All Groups

Connected to api-preview-soap.echo.eos.nasa.gov:-1, logged in as “"User102".

‘ Set ||prwider"|cuntexttu USGSNODAAC ¥ Change Password || Logout || Disconnect

Figure 21. Displaying group members.

To display group members:

1. Select the “Members” tab on the Group Management screen (Figure 21).

To remove a group member:
1. Select the “Members” tab on the Group Management screen (Figure 21).

2. Click on the “Remove” button next to the member you would like to remove from the group. A
confirmation screen (Figure 22) will appear.

3. Click on “Remove” to finalize the transaction or “Cancel” to cancel.
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% Echo PUMP {main) =1E3

Echo 5:38 PM 515105

{_} User Information

) User Addresses

_J User Phone Humbers
) User Options

() Provider Registration
# Group Management
I User Management Remove member “User 103" from group “MyTestGroup™?
[] Notify

Remaove W

Connected to api-preview-soap.echo.eos.nasa.gov:-1, logged in as “"User102".

‘ Set ||prwider"|cuntexttu USGSNODAAC ¥ Change Password || Logout || Disconnect

Figure 22. Removing a member from a group — confirmation screen.
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% Echo PUMP {main) =1E3

Echo 5:38 PM 515105

) User Information

) User Addresses

) User Phone Numbers
) User Options

() Provider Registration
# Group Management
I User Management Remove all members from group “MyTestGroup™?

[_] Motify Members

Remaove W

Connected to api-preview-soap.echo.eos.nasa.gov:-1, logged in as “"User102".

‘ Set ||prwider" context to | USGSHNODAAC ¥ Change Password || Logout || Disconnect

Figure 23. Removing all members of a group.

To remove all group members:
1. Select the “Members” tab on the Group Management screen (Figure 21).
2. Click on “Remove All Members” button. A confirmation screen (Figure 23) will appear.

3. Click on “Remove” to finalize the transaction or “Cancel” to cancel.
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% Echo PUMP {main) =1E3

Echo 5:38 PM 515105

i) User Information
) User Addresses
"} User Phone Nurbers Enter message for members of group “MyTestGroup™...
) User Options

() Provider Registration

Message

# Group Management
I User Management

A

Text -

Text
HML

Send | HTML Cancel

Connected to api-preview-soap.echo.eos.nasa.gov:-1, logged in as “"User102".

‘ Set ||prwider"|cuntexttu USGSNODAAC ¥ Change Password || Logout || Disconnect

Figure 24. Sending a message to all members of a group.

To send a message to all members of a group:

1. Select the “Members” tab on the Group Management screen (Figure 21).

2. Click on the “Send Message to Members” button. A message screen (Figure 24) will appear.
3. Select the format of the message to be sent from the drop down list.
4

Click on “Send” to finalize the transaction or “Cancel” to cancel.
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£ Echo PUMP: (main)
Echo

{_} User Information

) User Addresses

_J User Phone Humbers
) User Options

() Provider Registration

®) Group Management Enter user name to add as member of group "MyTestGroup™...
I User Management User Hame

5:37 PM 51505

[User103

[ Notify

Add Cancel

Connected to api-preview-soap.echo.eos.nasa.gov:-1, logged in as “"User102".

‘ Set ||prwider" context to | USGSHNODAAC ¥ Change Password || Logout || Disconnect

Figure 25. Adding a member to a group.

To add a member to a group:

1.

2
3.
4

Select the “Members” tab on the Group Management screen (Figure 21).
Click on the “Add Member” button.
Enter user name of the member to be added (Figure 25).

Click on “Add” to finalize the transaction or “Cancel” to cancel.
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% Echo PUMP {main) =1E3

Echo 539 PM 5/15105
i) User Information
| MyTestGroup -
) User Addresses
) User Phone Humbers This is a test group.
) User Options f Managers rMemhers |
) Provider Registration User104 {Jane Doe) Remove
Group Management

Qe User103 (Jane Doe) Remone
I User Management

| Add Manager | | Send Message To Managers |

| Update Description | ‘ Rename Group | Destroy Group

Create Group ' Managed Groups @ All Groups

Connected to api-preview-soap.echo.eos.nasa.gov:-1, logged in as “"User102".

‘ Set ||prwider"|cuntexttu USGSNODAAC ¥ Change Password || Logout || Disconnect

Figure 26.  Displaying all managers of a group.

To display all managers of a group:

1. Select the “Managers” tab on the Group Management screen (Figure 26).
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% Echo PUMP {main) =1E3

Echo 5:41 PM 515105

{_} User Information

) User Addresses

_J User Phone Humbers
) User Options

() Provider Registration
# Group Management
I User Management Remove manager “User 104" from group “MyTestGroup™?
[] Notify

Remaove W

Connected to api-preview-soap.echo.eos.nasa.gov:-1, logged in as “"User102".

‘ Set ||prwider"|cuntexttu USGSNODAAC ¥ Change Password || Logout || Disconnect

Figure 27. Removing a manager from the list of managers for a group.

To remove a manager for a group:
1. Select the “Managers” tab on the Group Management screen (Figure 26).

2. Click on the “Remove” button next to the manager you would like to remove from this group. A
confirmation screen (Figure 27) will appear.

3. Click on “Remove” to finalize the transaction or “Cancel” to cancel.
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£ Echo PUMP: (main)
Echo 5:42 PM 5/1505

{_} User Information

) User Addresses

_J User Phone Humbers
) User Options

() Provider Registration
# Group Management
I User Management Destroy group "MyTestGroup™?
[_] Motify Managers & Members

Connected to api-preview-soap.echo.eos.nasa.gov:-1, logged in as “"User102".

‘ Set ||prwider" context to | USGSHNODAAC ¥ Change Password || Logout || Disconnect

Figure 28. Destroying a group.

To destroy a group:
1. Select the “Managers” tab on the Group Management screen (Figure 26).
2. Click on the “Destroy Group” button. A confirmation screen (Figure 28) will appear.

3. Click on “Destroy” to finalize the transaction or “Cancel” to cancel.
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% Echo PUMP {main) =1E3

Echo 5:43 PM 515105

) User Information

) User Addresses

) User Phone Numbers
) User Options

() Provider Registration
®) Group Management Enter new group name...

I User Management Group Hame
[y Te st roup

[_] Motify Managers & Members

Connected to api-preview-soap.echo.eos.nasa.gov:-1, logged in as “"User102".

‘ Set ||prwider" context to | USGSHNODAAC ¥ Change Password || Logout || Disconnect

Figure 29. Renaming a group.

To rename a group:
1. Select the “Managers” tab on the Group Management screen (Figure 26).
2. Click on the “Rename Group” button.

3. Input the new name for this group. Check the “Notify Managers & Members” checkbox if you want the
other members of the team to be notified of this change (Figure 29).

4. Click on “Rename” to finalize the transaction or “Cancel” to cancel.
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% Echo PUMP {main) =1E3

Echo

) User Information

) User Addresses

) User Phone Numbers
) User Options

() Provider Registration
# Group Management
I User Management

5:43 PM 515105

Enter new description...
Description
|This is atestgroup

Connected to api-preview-soap.echo.eos.nasa.gov:-1, logged in as “"User102".

‘ Set ||prwider" context to | USGSHNODAAC ¥ Change Password || Logout || Disconnect

Figure 30. Updating description of a group.

To update description of a group:

1.

2
3.
4

Select the “Managers” tab on the Group Management screen (Figure 26).
Click on the “Update Description” button.
Enter the updated description (Figure 30).

Click on “Update” to finalize the transaction or “Cancel” to cancel.
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% Echo PUMP {main) =1E3

Echo 5:41 PM 515105

i) User Information
) User Addresses
"} User Phone Nurbers Enter message for managers of group “MyTestGroup™...
) User Options

() Provider Registration

Message

# Group Management
I User Management

A

Text -

Text
HML

Send | HTML Cancel

Connected to api-preview-soap.echo.eos.nasa.gov:-1, logged in as “"User102".

‘ Set ||prwider"|cuntexttu USGSNODAAC ¥ Change Password || Logout || Disconnect

Figure 31. Sending a message to managers of a group.

To send a message to all managers of a group:

1. Select the “Managers” tab on the Group Management screen (Figure 26).

2. Click on “Send Message to Managers” button. A message screen (Figure 31) will appear.
3. Select the format of the message to be sent from the drop down list.
4

Click on “Send” to finalize the transaction or “Cancel” to cancel.
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% Echo PUMP {main) =1E3

Echo

{_} User Information

) User Addresses

_J User Phone Humbers
) User Options

() Provider Registration

5:41 PM 515105

®) Group Management Enter user hame to add as manager of group "MyTestGroup™...
I User Management User Hame

[ Notify

Add Cancel

Connected to api-preview-soap.echo.eos.nasa.gov:-1, logged in as “"User102".

‘ Set ||prwider"|cuntexttu USGSNODAAC ¥ Change Password || Logout || Disconnect

Figure 32. Adding a new user to the list of managers for a group.

To add a member to the list of managers for a group:

1.

2
3.
4

Select the “Managers” tab on the Group Management screen (Figure 26).
Click on the “Add Manager” button.
Enter the user name of the manager to be added (Figure 32).

Click on “Add” to finalize the transaction or “Cancel” to cancel.
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£ Echo PUMP: (main) E]E]E]

Echo 5:52 PM 515105

i) User Information
) User Addresses

TestSelfDelete e

_J User Phone Humbers
) User Options

() Provider Registration
# Group Management

Error: Onhy a group’s manager can see the members of the group.

' Managed Groups @ All Groups

Connected to api-preview-soap.echo.eos.nasa.gov:-1, logged in as “"User103".

Change Password H Logout H Disconnect |

Figure 33.  Error screen displayed to a non-privileged user upon attempt to view group membership list

If a user is not a member of the managers’ list of a group and tries to view the group’s membership list, an error
screen is displayed (Figure 33).
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5 PROVIDERS

5.1 Becoming a Provider

To submit an application to become a provider of data or services using PUMP, after logging in:

1. Select the "Provider Registration™ button on the navigator, upper left part of the screen. The Provider
Registration screen will appear.

2. Fill in all the input fields and click the "Register" button. You will get a message indicating successful

registration and a provider ID number. Be sure to record the provider ID number.

2 Echo PUMP (main)

Echo

) User Information
 User Addresses

) User Phone Numbers
> User Options

® Provider Registration
_ Group Management
) User Management

Organization

Description of Holdings

Description of Senvices

Additional Information

i DATA Discovery LURL (separate multiple entries wi ')
Provider Type SERVICE |
r Contact
First Hame Last Hame
Role Email Address
r Mailing Address
[v¥] US Format
Address
City State Zip Code
r Phone Humber
Phone Humber
Connected to api-preview-soap.echo.eos.nasa.gov:-1, logged in as "User101".
‘ Set | |prwider ‘ b d | context to |\USGSHODAAC |+ | Change Password | ‘ Logout | ‘ Disconnect

ECHO PUMP Guide v6.0
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5.2 Set Provider Context

To perform any data management tasks, you must login as a user using a provider context. You can only do this if
you are granted permission to work on behalf of that provider.

To set the provider context for a provider for whom you have been granted access privileges:

1. Go to the server session area located at the bottom of the screen and select the "provider" option from the
first pull-down menu. Select the provider you want from the second pull-down menu.

2. Click the "Set" button on the left. The status bar will be updated and the navigator will have options for
data management that only providers can perform.

3. Working in the role of a provider, you will have the capabilities allowed to providers.

£ Echo PUMP: (main)
Echo 537 PM 4726105

@) User Information

r Account
) User Addresses User101
i) User Phone Numbers Jane User
T} User Options ECHO User Organization
i . X echodevi@yst.com
() Provider Registration Optin: yes

) Group Management

) User Management Update

r Roles

Administrator of ECHO

GSFC-TEST
GSFC-DEV
ORNL-TEST

ORNL-DEV
Connected to localhost:6001, logge UDDI TEST PROVIDER

‘ Set ||prwiuerv context to | GSFC-TEST - Change Password || Logout || Disconnect

Figure 35.  Set Provider Context
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£ Echo PUMP: (main)
Echo 5:38 PM 4726105

/@) User Information

r Account
) User Addresses User101
i) User Phone Numbers Jane User
T} User Options ECHO User Organization
i . X echodevi@gst.com
() Provider Registration Optin: yes

) Group Management

) User Management Update

) Provider Information

r Roles
i) Provider Contacts

Administrator of ECHO

) Provider Policies
() Data Management
i) Extended Services Manager

Connected to localhost:6001, logged in as "User 101", provider context is "GSFC-TEST".

Leave provider Context Logout | | Disconnect

Figure 36.  Leave Provider Context

To leave the provider context:

1. Click the "Leave provider Context" button.

5.3 Provider Information

To view the provider information:

1. Select the “Provider Information” button from the navigator; you will get the following screen.
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£ Echo PUMP: (main)
Echo 9:23 PM 4726105

i) User Information
) User Addresses

r Account

GSFC-TEST
_J User Phone Humbers ECHO Provider Organization

) User Options

Update
() Provider Registration y

) Group Management r Context
() User Management Grant provider context privilege for user
® Provider Information

. Revoke rovider context privilege for user
i) Provider Contacts 4 = = L

) Provider Policies
() Data Management
i) Extended Services Manager

Connected to localhost:6001, logged in as "User 101", provider context is "GSFC-TEST".

Leave provider Context | Logout || Disconnect

Figure 37.  Initial Provider Information
To change the information:
1. Click on the “Update” button; you will get the Edit Provider Information screen.
2. Fill in the Organization field.

3. Click on the “Update” button for this change to take effect. You will get a message indicating a successful
update. The page will reload with the new values displayed.
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% Echo PUMP {main) =1E3

Echo 9:23 PM 4/26/05

i) User Information

o Add Provider ID
ser Addresses GSFC-TEST
_J User Phone Humbers Organization
) User Options IEHO Provider Organization
() Provider Registration
) Group Management Update | | Cancel

I User Management

8} Provider Information

) Provider Contacts

) Provider Policies

() Data Management

i) Extended Services Manager

Connected to localhost:6001, logged in as "User 101", provider context is "GSFC-TEST".

Leave provider Context | Logout || Disconnect

Figure 38.  Edit Provider Information

5.4 Provider Contacts

To view the provider contact information:

1. Select the “Provider Contacts” button from the navigator; the following screen will be displayed.
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% Echo PUMP {main) EEX

Echo 9:24 PM 4/26/05

{_} User Information
) User Addresses default contact ~

_J User Phone Humbers
_J User Options Joe Contact

) Provider Registration 123 Main Street
) Group Management Anytown, FL 22222 USA
I User Management

) Provider Information

/@) Provider Contacts foo@bar.com

1-111-222-3333 2444

) Provider Policies

£ Data Management | ada || update || Delete
i) Extended Services Manager

Connected to localhost:6001, logged in as "User 101", provider context is "GSFC-TEST".

Leave provider Context | Logout || Disconnect

Figure 39.  Provider Contacts
To change the contact information:
1. Click on the “Update” button to display the Edit Provider Contacts screen.
2. Fill in the Name/Mail/Phone fields.

3. Click on the “Update” button for this change to take effect. The page will reload with the new values
displayed.
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% Echo PUMP {main) =1E3

Echo 9:24 PM 426105
User Information -
= First Name Last Hame
) User Addresses lJoe | [contact |
) User Phone Numbers Role Email Address
I User Options |defau|t contact | |f00@bar.cnm |
i) Provider Registration r Mailing Address
) Group Management [¥] US Format
i) User Management Address

) ) 123 Main Street
) Provider Information

i®) Provider Contacts

) Provider Policies City State Zip Code Country
("} Data Management Anytown | IFL | [22222 |lusa
_J Extended Services Manager r Phone Number

Phone Number
|1—111—222—3333 ¥444

Update || Cancel

Connected to localhost:6001, logged in as "User 101", provider context is "GSFC-TEST".

Leave provider Context

Logout || Disconnect

Figure 40.  Edit Provider Contacts

5.5 Provider Policies

To view the policies:

1. Select the “Provider Policies” button from the navigator to display the following screen.
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£ Echo PUMP: (main)
Echo 9:24 PM 4726105

i) User Information —
) User Addresses quote ¥
i) User Phone Numbers

"I User Options Quote Setting (Communication Setting).

() Provider Registration communication parameters |
retry_attempts r retry_wait r supported

) Group Management

i) User Management Maximum retry attempts (Communication Setting).
) Provider Information Value: 3
_J Provider Contacts Exactly 1 integer value may be specified. The value must be

® Provider Policies in the range from 1 to 1000, There is no default value.

() Data Management
i) Extended Services Manager

Connected to localhost:6001, logged in as "User 101", provider context is "GSFC-TEST".

Leave provider Context | Logout || Disconnect

Figure 41. Display Provider Policies
To change the policies:
1. Click on the “Update” button; you will get the Edit Provider Policies screen.
2. Fill in the fields appropriate for your provider.

3. Click on the “Update” button for these changes to take effect. The page will reload with the new values
displayed.
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% Echo PUMP {main) =1E3

Echo 9:24 PM 4/26/05

i) User Information
) User Addresses

r quote

Quate Setting (Communication Setting).
i) User Phone Numbers

) User Options
() Provider Registration

supported rcummunicatinn parameters |
retry_attempts |/ retry_wart

Maximum retry attempts ({Communication Setting).
) Group Management B pts { o)

Value: [3 |

I User Management

) Provider Information Exactly 1 integer value may be specified. The value must be in the range
from 1 to 1000. There is no default value.
i) Provider Contacts

# Provider Policies

() Data Management

_) Extended Services Manager Clear

Update || Cancel

Connected to localhost:6001, logged in as "User 101", provider context is "GSFC-TEST".

Leave provider Context Logout | | Disconnect

Figure 42.  Edit Provider Policies
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6 DATA MANAGEMENT

To control access to metadata, providers use the Data Management Service. This service restricts or permits users
of the ECHO system to take action upon metadata. Actions include viewing, browsing, and ordering data defined
using metadata. Providers manage data by the use of “conditions,” which specify metadata characteristics.

When a Condition, Comparator, Action, and Data Holding come together, a rule is formed. The rule can be either
restriction or permission. For example, the rule "restrict viewing of all MODIS metadata less than 30 days old" is
composed of the following:

Condition: 30 days old;
Comparator: less than;

Action: view;

Data Holding: instrument MODIS.

If a rule is a restriction, it applies to the entire ECHO user community. If a rule is a permission, it applies only to
members of the group specified.

To use the Data Management Service with PUMP, after you login as a user, you have to set the context to the
provider you will be working for. Once you have the provider context set, you will be presented with options for
providers, select the "Data Management" option from the navigator menu.

£ Echo PUMP: (main)
Echo 6:56 PM 4/26/105

i) User Information
) User Addresses

@ Rules O Conditions

i) User Phone Numbers
) User Options
() Provider Registration

Ho rule instances

) Group Management
I User Management Add
_J Provider Information

) Provider Contacts

) Provider Policies

(@) Data Management

i) Extended Services Manager

Connected to localhost;6001, logged in as "User 101, provider context is "ORNL-DEV™.

Leave provider Context | Logout || Disconnect |

Figure 43. No Rules

Notice that there are two option buttons on top, “Rules” and “Conditions”. If you toggle between them, they display
a list of rules or conditions.
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% Echo PUMP {main) =1E3
Echo 6:56 PM 426/105

i) User Information
) User Addresses

) Rules @ Conditions

i) User Phone Numbers
) User Options
() Provider Registration

No condition instances

) Group Management

I User Management

_) Provider Information

) Provider Contacts

) Provider Palicies

(@) Data Management

i) Extended Services Manager

Connected to localhost;6001, logged in as "User 101, provider context is "ORNL-DEV™.

Leave provider Context Logout | | Disconnect

Figure 44.  No Conditions
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£ Echo PUMP: (main)
Echo 6:57 PM 4/26/05

i) User Information
) User Addresses

@ Rules O Conditions

_) User Phone Humbers Rule Name
I User Options |
) Provider Registration Description

) Group Management
I User Management
) Provider Information

: Rule
i) Provider Contacts
) Provider Policies |F'ermit - | |viewing hd | of | all collections and their granules > |
S AT e e for group testGroup_1074870257373 v | | bytime + | unconditio

i) Extended Services Manager

‘ Add H Cancel |

1 B

Connected to localhost;6001, logged in as "User 101, provider context is "ORNL-DEV™.

Leave provider Context | Logout || Disconnect |

Figure 45. Add Rule
To add a rule:
1. Select the “Rules” button and click on the “Add” button to get the Add Rule screen.
Fill in the input fields for “Rule Name” and “Description”.
Select the type of rule from the pull-down menu, options are "permit" or "restrict".

Select the action from the pull-down menu, options are "viewing" or "ordering".

a &~ WD

Select the data holding, options are "all collections and their granules”, "all collection granules”,
"collection”, or "granule”. Choose “collection” or “granule” to create a rule for a specific collection or
granule.

6. Select the comparator and the condition. Depending on the data holding selected, you will have different
selections for comparator and condition.

a. “All collections and their granules” comparator options are “by time” or “restriction flag”. By time
has a condition option of unconditionally. Restriction flag condition options are “equals”, “not

equals”, “greater than”, “greater than or equal”, “less than”, or “less than or equal”.

b. “All collection granules” comparator options are “by time” or “restriction flag”. By time condition

options are “that are greater than”, “that are less than”, “that are within”, or “that are outside”.

Restriction flag condition options are “equals”, “not equals”, “greater than”, “greater than or
equal”, “less than”, or “less than or equal”.

c. “Collection” comparator options are “by time” or “restriction flag”. By time condition options are

LT3 LT3

“that are greater than”, “that are less than”, “that are within”, or “that are outside”. Restriction

flag condition options are “equals”, “not equals”, “greater than”, “greater than or equal”, “less
than”, or “less than or equal”.
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d. “Granule” comparator options are “by time” or “restriction flag”. By time has a condition option

of unconditionally. Restriction flag condition options are “equals”, “not equals”, “greater than”,
“greater than or equal”, “less than”, or “less than or equal”.

7. Click the "Add" button. You will get the Display Rules screen with the rule you just created.

8. Once you add a rule, the system will automatically add the created condition to the conditions list for
viewing.

£ Echo PUMP (main)
Echo 6:58 PM 426105

) User Information
i) User Addresses

® Rules ! Conditions

) User Phone Numbers
i) User Options testing_1_2 ~

) Provider Registration Testing 12 3.

() Group Management
Permit viewing of all collection granules for group
“testGroup_1074879257 373" that are less than 12 HOURS old on
) Provider Information PRODUCTION date .

) Provider Contacts

) User Management

i) Provider Policies ‘ Add | | Delete
# Data Management

I Extended Services Manager

Connected to localhost:6001, logged in as “User101”, provider context is "GSFC-TEST™.

Leave provider Context Logout | | Disconnect

Figure 46. Display Rules
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% Echo PUMP {main) =1E3

Echo 9:04 PM 4/26/05

i) User Information
) User Addresses

) Rules @ Conditions

i) User Phone Numbers

) User Options

testBooleanCondition_1076354320559 =

() Provider Registration TestDescription of BooleanCondition {boolean condition).
) Group Management Always true.

I User Management
_J Provider Information Delete
) Provider Contacts

) Provider Policies

(@) Data Management

i) Extended Services Manager

Connected to localhost:6001, logged in as "User 101", provider context is "GSFC-TEST".

Leave provider Context | Logout || Disconnect

Figure 47.  New Condition

If you have several conditions, to view a specific one, select it from the pull-down menu.
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£ Echo PUMP: (main)
Echo 0:04 PM 4726105

i) User Information
) User Addresses

' Rules  ® Conditions

i) User Phone Numbers

) User Options

testBooleanCondition_1076354320559 -
testBooleanCondition_1076354320559

Provider Registration ; =
© 8 TestDescripl . ipaoleanCondition_1076354384653 2
) Group Management Always true.tpstBooleanCondition_1076354408544
I User Management estBooleanCondition_1076354577515

estBooleanCondition_1076354696781
estBooleanCondition_1076354707218
() Provider Contacts estBooleanCondition_1076355104326
) Provider Policies estBooleanCondition_1076367608843

(@) Data Management

) Provider Information

[«]

i) Extended Services Manager

Connected to localhost:6001, logged in as "User 101", provider context is "GSFC-TEST".

Leave provider Context Logout | | Disconnect

Figure 48. Many Conditions

Once you’ve added several rules, to view a specific one click the “Rules” button and select the needed rule from the
pull-down menu. The chosen rule will be displayed.
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% Echo PUMP {main) =1E3

Echo 9:04 PM 4/26/05

i) User Information
) User Addresses

@ Rules O Conditions

i) User Phone Numbers

) User Options testing_1 2 *
i) Provider Registration testing_1_2

Testing 12 3.

) Group Management
Permit viewing of all collection granules for group
“testGroup_1074879257 373" that are less than 12 HOURS old on
) Provider Information PRODUCTION date .

I User Management

i) Provider Contacts

) Provider Policies ‘ Add | | Delete
(@) Data Management

i) Extended Services Manager

Connected to localhost:6001, logged in as "User 101", provider context is "GSFC-TEST".

Leave provider Context Logout | | Disconnect

Figure 49. Many Rules
To delete a rule:

1. Display the rule you want to delete, click on the “Delete” button. You will get a screen prompting you to
confirm the deletion.

2. Click on the “Delete” button. You will get a message indicating successful deletion of the rule.
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£ Echo PUMP: (main)
Echo 0:05 PM 4/26/105

i) User Information
) User Addresses

@ Rules O Conditions

_J User Phone Humbers
) User Options

() Provider Registration
) Group Management
I User Management

£ Provider Information Delete rule "testing_1_2"7
) Provider Contacts
) Provider Policies ’m ’m
(@) Data Management

i) Extended Services Manager

Connected to localhost:6001, logged in as "User 101", provider context is "GSFC-TEST".

Leave provider Context | Logout || Disconnect |

Figure 50. Delete Rule

To delete a Condition: A condition can only be deleted if it is not used in a rule. Conditions can be shared across
different providers. ECHO generates an “Unable to delete condition” error when attempting to delete a condition
that is actively being used in a rule.

1. Select the condition you want to delete
2. Click on the “Delete” button. You will get a screen prompting you to confirm the deletion.

3. Click on the “Delete” button. You will get a message indicating successful deletion of the condition.

Note: You can cancel a transaction at any time by clicking on the ““Cancel’” button from any of
the working screens.
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% Echo PUMP {main) =1E3
Echo 9:05 PM 426105

i) User Information
) User Addresses

' Rules  ® Conditions

) User Phone Numbers
) User Options

() Provider Registration
) Group Management
I User Management

_) Provider Information

Delete condition "testBooleanCondition_1076354320559"?
i) Provider Contacts

) Provider Policies
Delete Cancel

(@) Data Management
i) Extended Services Manager

Connected to localhost:6001, logged in as "User 101", provider context is "GSFC-TEST".

Leave provider Context Logout | | Disconnect

Figure 51.  Delete Condition
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7 EXTENDED SERVICES MANAGEMENT

To register an extended service with ECHO, providers use the Extended Services Management Service. Actions
allowed with this service are 1) registering a service interface and 2) registering a service implementation.

7.1 Registering Service Interface

The figure below shows the screen used to register a service interface. To register a service interface, fill in the
displayed form as follows:

1. Network Address: Enter the URL of the WSDL file describing the service interface. (Required)
2. Service Description: Enter a description of the services being registered (Optional)

3. Taxonomy Name: Enter one of the ECHO defined taxonomies such as nasa-ECHO:DataFormat, nasa-
ECHO-Dataset, or nasa-ECHO:ServiceType.

4. Node Key Value: Enter the UUDI node key value for one of the categories listed under the selected
Taxonomy Name from above. This information can be retrieved from the Extended Service Viewer.

5. Click OK to complete registration.

£ Echo PUMP (main) =13
Echo 939 PM 11702104

) User Information
) User Addresses
) User Phone Numbers Network Address
) User Options

) Provider Registration

® Repister Service Interface. ' Register Service Implementation

Service Description

) Group Management
) User Management

) Provider Information
) Provider Contacts Taxonormy Mame Mode Key Value

i »
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Connected to heamish.echo.eosdis.nasa.gov:6119, logged in as "User 101", provider context is "FIXED-TEST".

Leave provider Context Logout H Disconnect

Figure 52.  Registering Service Interface
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7.2 Registering Service Implementation

The figure below shows the screen used to register a service implementation. To register a service implementation,
fill in the displayed form as follows:

1. Network Address: Enter the URL of the WSDL file describing the service interface. (Required). It is
important to note that this WSDL file must contain a reference to the original service interface that the
service implements. Please refer to the ECHO Provider Interface User’s Guide for details on how to
complete the linking of both interface and implementation in the WSDL file.

2. Taxonomy Name: Enter one of the ECHO defined taxonomies i.e. nasa-ECHO:DataFormat, nasa-ECHO-
Dataset, or nasa-ECHO:ServiceType. (Optional)

3. Node Key Value: Enter the UDDI node key value for one of the categories listed under the selected
Taxonomy Name from above. This information can be retrieved from the Extended Service Viewer.
(Optional)

4. Click OK to complete registration.
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Connected to heamish.echo.eosdis.nasa.gov:6119, logged in as "User 101", provider context is "FIXED-TEST™.

Leave provider Context Logout H Disconnect

Figure 53.  Registering Service Implementation
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ACRONYMS

T4 SR EOS Clearing House
1 S Earth Observing System
1 S PRPRS Graphical User Interface
JRE e Java Runtime Environment
PUMBP . Provider User Management Program
UDDI .. Universal Description, Discovery and Integration
L T TSSO TP TSP PP TS PRTPTPTPPPPPPRRPIN User Interface
URL ettt Uniform Resource Locator
WVSDL ettt bbb Web Services Description Language
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